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Purpose statement

¢ Information and communication technology (ICT), including access to and use of the internet and email, are
essential tools for schools in the provision of innovative educational programs.

e Schools are constantly exploring new and innovative ways to incorporate safe and secure ICT use into the
educational program.

e School students, only with the approval of the principal, may be permitted limited connection of personally-
owned mobile devices to the department's network, where this benefits the student's educational program.

Authorisation and controls

The principal reserves the right to restrict student access to the school's ICT services, facilities and devices if
access and usage requirements are not met or are breached. However restricted access will not disrupt the
provision of the student's educational program. For example, a student with restricted school network access may
be allocated a stand-alone computer to continue their educational program activities.

The Department of Education monitors access to and use of its network. For example, email and internet
monitoring occurs to identify inappropriate use, protect system security and maintain system performance in
determining compliance with state and departmental policy.

The department may conduct security audits and scans, and restrict or deny access to the department's network by
any personal mobile device if there is any suspicion that the integrity of the network might be at risk.

Responsibilities for using the school's ICT facilities and devices

e  Students are expected to demonstrate safe, lawful and ethical behaviour when using the school's ICT
network as outlined in the Student Code of Conduct.

e Students are to be aware of occupational health and safety issues when using computers and other learning
devices.

e Parents/guardians are also responsible for ensuring students understand the school's ICT access and usage
requirements, including the acceptable and unacceptable behaviour requirements.

e Parents/guardians are responsible for appropriate internet use by students outside the school environment
when using a school-owned or school-provided mobile device.

e  The school will educate students (DoE employees only) regarding cyber bullying, safe internet and email
practices, and health and safety regarding the physical use of ICT devices. Students have a responsibility to
adopt these safe practices.

e Use of the school's ICT network is secured with a user name and password. The password must be difficult
enough so that it cannot be guessed by other users and is to be kept private by the student and not divulged
to other individuals (e.g. a student should not share their username and password with fellow students).

e  Students cannot use another student’s or staff member's username or password to access the school
network. This includes not browsing or accessing another person's files, home or local drive, email or
accessing unauthorised network drives or systems. Additionally, students should not divulge personal
information (e.g. name, parent's name, address, phone numbers), via the internet or email, to unknown
entities or for reasons other than to fulfil the educational program requirements of the school.

e  Students need to understand that copying software, information, graphics or other data files may violate
copyright laws without warning and be subject to prosecution from enforcement agencies.


https://behaviour.education.qld.gov.au/procedures-guidelines-and-forms/student-code-of-conduct
https://isecurity.education.qld.gov.au/
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Responsibilities for using a personal mobile device on the department’s network

e  Prior to using any personally-owned mobile device (including laptops), students must seek approval from the
school principal to ensure it reflects the department's security requirements.

e  Students are responsible for the security, integrity, insurance and maintenance of their personal mobile
devices and their private network accounts.

e  Where possible, appropriate anti-virus software has been installed and is being managed.

e  Students must follow any advice provided on best security requirements e.g. password protection (see
iSecurity (DoE employees only) website for details).

e  Students and parents are to employ caution with the use of personal mobile devices particularly as these
devices can store significant numbers of files some of which may be unacceptable at school e.g. games and
‘exe’ files. An 'exe' file ends with the extension '.exe' otherwise known as an executable file. These files can
install undesirable, inappropriate or malicious software or programs.

e Any inappropriate material or unlicensed software must be removed from personal mobile devices before
bringing the devices to school and such material is not to be shared with other students.

e Unacceptable use will lead to the mobile device being confiscated by school employees, with its
collection/return to occur at the end of the school day where the mobile device is not required for further
investigation.

Student;

| understand that the school's information and communication technology (ICT) facilities and devices provide me
with access to a range of essential learning tools, including access to the internet. | understand that the internet can
connect me to useful information stored on computers around the world.

While | have access to the school's ICT facilities and devices: | will use it only for educational purposes; | will not
undertake or look for anything that is illegal, dangerous or offensive; and | will not reveal my password or allow
anyone else to use my school account.

Specifically in relation to internet usage, should any offensive pictures or information appear on my screen | will
close the window and immediately inform my teacher quietly, or tell my parents/guardians if | am at home.

If I receive any inappropriate emails at school | will tell my teacher. If | receive any at home | will tell my
parents/guardians.

When using email or the internet | will not:

e reveal names, home addresses or phone numbers — mine or that of any other person
e use the school's ICT facilities and devices (including the internet) to annoy or offend anyone else.

I understand that my online behaviours are capable of impacting on the good order and management of the school
whether | am using the school's ICT facilities and devices inside or outside of school hours.

I understand that if the school decides | have broken the rules for using its ICT facilities and devices, appropriate
action may be taken as per the school's Student Code of Conduct, which may include loss of access to the network
(including the internet) for a period of time.

e | have read and understood this procedure/policy/statement/guideline and the Student Code of Conduct.
e | agree to abide by the above rules / the procedure/policy/statement/guideline.

Student’s name Signature of student Date


https://isecurity.eq.edu.au/Pages/default.aspx
https://ppr.qed.qld.gov.au/pp/temporary-removal-of-student-property-by-school-staff-procedure
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Parent or guardian:

I understand that the school provides my child with access to the school's information and communication
technology (ICT) facilities and devices (including the internet) for valuable learning experiences. In regards to
internet access, | understand that this will give my child access to information on computers from around the world;
that the school cannot control what is on those computers; and that a small part of that information can be illegal,
dangerous or offensive.

| accept that, while teachers will always exercise their duty of care, protection against exposure to harmful
information should depend upon responsible use by students/my child. Additionally, | will ensure that my child
understands and adheres to the school's appropriate behaviour requirements and will not engage in inappropriate
use of the school's ICT facilities and devices. Furthermore | will advise the school if any inappropriate material is
received by my student/child that may have come from the school or from other students.

I understand that the school is not responsible for safeguarding information stored by my child on a departmentally-
owned student computer or mobile device.

| understand that the school does not accept liability for any loss or damage suffered to personal devices as a
result of using the department's facilities and devices. Further, no liability will be accepted by the school in the
event of loss, theft or damage to any device unless it can be established that the loss, theft or damage resulted
from the school's/department's negligence.

| believe (name of student) understands this responsibility, and | hereby give my
permission for him/her to access and use the school's ICT facilities and devices (including the internet) under the
school rules. | understand where inappropriate online behaviours negatively affect the good order and management
of the school, the school may commence disciplinary actions in line with this user agreement or the Student Code
of Conduct. This may include loss of access and usage of the school's ICT facilities and devices for some time.

e | have read and understood this procedure/policy/statement/guideline and the Student Code of Conduct.
e | agree to abide by the above rules / the procedure/policy/statement/guideline.

Parent / caregiver’'s name Signature of parent / caregiver Date



